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(U) EDUCATION SECTOR LIKELY TO EXPERIENCE INCREASES IN SWATTINGS, HOAX EMAIL
THREATS, AND IN-REAL-LIFE VIOLENT PLOTS 

(U//FOUO) The Pennsylvania Criminal Intelligence Center (PaCIC) is providing this Information Alert to inform Education 
Sector partners of a likely increase in swatting, bomb threats, extortion, and real-life incidents of violence perpetrated by 
juveniles and young adults adhering to nihilistic violent extremism (NVE) activities, coinciding with the start of the 2025-
2026 academic school year. 

(U) KEY JUDGMENTS
(U//FOUO) The PaCIC assesses the start of the 2025-2026 academic school year and return to school environments will
likely result in increases in swatting, hoax email threats, and in-real-life (IRL) plots and acts of violence perpetrated by NVE
adherents.

• (U//FOUO) Swatting and Hoax Threats
o (U//FOUO) NVEs use swattings and hoax email threats to sow chaos and draw emergency responders to

a location, including K-12 and higher education facilities. There is competition among NVE actors to draw
increasingly larger responses; the bigger, the better among this community, likely increasing the number
and severity of future swattings.

o (U//FOUO) NVEs often conduct swattings and hoax email threats in the name of a victim as a threat tactic
to extort the victim into compliance. When emergency services are deployed to a school or residence for
a bomb threat or active shooter scenario, if the alleged perpetrator states their name, phone number, or
address within the call or email, it should be an indicator this may be a swatting or hoax requiring further
investigation into the motive.

• (U//FOUO) IRL Activity
o (U//FOUO) NVE activity occurs primarily online; however, there has been an increase in calls for

individuals to conduct IRL actions, likely increasing the number and severity of future mass casualty attack
plots by NVE adherents. The school environment may serve as an attractive target for juveniles wanting
to participate in IRL acts of violence to further their online credibility.

(U) NVE OVERVIEW
(U//FOUO) On 04/14/2025, the Federal Bureau of Investigation (FBI) designated NVE as a new terrorism threat category. 
Nihilism is the belief that everything is meaningless; adherents desire to cause a societal collapse through chaos and the
targeting of the next generation purely for destructions’ sake. NVEs operate primarily online, across various platforms
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including but not limited to Discord, Telegram, X, Roblox, Minecraft, and Fortnite. NVEs themselves are typically juveniles 
and young adults, and use these online platforms to identify, groom, and victimize other vulnerable juveniles into engaging 
in activities such as self-harm, familial or animal violence, coerced suicide, creating and sending child sexual abuse material 
(CSAM), or IRL acts of property destruction and violence. NVEs employ tactics including hacking, swatting, extortion, and 
sextortion to manipulate juvenile victims into complying with their requests. Their goal is to desensitize their victims 
toward future violence, and to obtain and share online content to increase their online notoriety. 

(U//FOUO) Perpetrators are often young males who tend to justify their actions and may even boast about their 
involvement when given the opportunity. Perpetrators are largely motivated by peer recognition and status, with many 
of their actions rooted in a competitive drive and outdoing one another. The actions they coerce their victims to do or 
carry out themselves is viewed and calculated in a “point system.”   

(U) NVE TACTICS
(U//FOUO) Many NVEs operate in a decentralized online network called “The Community” or
“COM.” Members of COM operate within and between three primary categories:

• (U//FOUO) Extortion COM
o (U//FOUO) Often begins with befriending and convincing the victim to send

nude images of themselves. The actor then uses the material to extort the
victim into increasingly harmful and violent acts, including self-harm, familial violence often on a younger
sibling, animal violence often on a family pet, and even coerced suicide.

o (U//FOUO) Actors will conduct swattings on victims’ residences and schools to manipulate and extort the
victim into complying with the actor’s demands.

• (U//FOUO) In-Real-Life COM
o (U//FOUO) Increasing calls for COM participants to conduct IRL acts of property destruction (bricking,

vandalism, spray-painting), and acts of violence. The IRL acts must be recorded or live streamed to receive
credit and so it can be shared among the COM network. The worse and more violent the act, the more
points, notoriety, and credibility the extorter receives among the online network.

o (U//FOUO) Previous studies have shown school attackers experienced stressors in various areas of their
lives, with nearly all experiencing at least one in the six months prior to their attack, and half within two
days of the attack. For some, the return to school and being thrust back into the school environment may
serve as a significant social stressor for juveniles who may have spent the summer isolated or online,
consuming violent extremism content and potentially becoming involved in activities moving them toward
real-life violence. The school environment may serve as an attractive target for juveniles wanting to
participate in IRL acts of violence to further their online credibility.

• (U//FOUO) Hacker COM
o (U//FOUO) Cyberattacks
o (U//FOUO) Cryptocurrency theft/scamming

(U) VICTIM INDICATORS
(U//FOUO) Victims are primarily juvenile females between the ages of 10 to 17, but perpetrators will target victims under
10 if they have the chance. Online platforms are often used to exploit victims with pre-existing vulnerabilities such as
having an eating or mental health disorder, already self-harming, exploring their gender identity, abnormal family
dynamics, or experience of past trauma. Some indicators or warning signs include:

• Sudden behavior changes
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• Changes in appearance, eating, or sleeping habits

• Anonymous gifts delivered to their home

• Law enforcement called to their home under false pretenses (swatting)

• Self-harm in the form of patterns, symbols, or names

• Writing in blood or what appears to be blood

• Idolization of mass violence or shootings

• Threatening to commit suicide and openly talking about death or not wanting to be around

• Family pets fearing a child or suspiciously dying

(U) TERMINOLOGY1

(U//FOUO) The following terms are commonly used among the COM network; if observed or heard, may be an indicator 

of participation or victimization involvement.  

Content Photos of fansigns/cutsigns, nude images obtained by extortion, edits (video compilations or 

digital art), etc. Groups and participants in Extortion COM that produce content gain notoriety 

and respect within the community. Those who are accused of stealing (redistributing) old 

content lose their reputation. Also referred to as OC (original content).  

Com Girl A young, often juvenile female participant in COM, frequently beginning as a victim of grooming 

and extortion. Associated with Scene, Emo, or Anime-style fashion. Com girls are often degraded 

by other participants as deserving their victimization for being overtly sexual or materialistic.  

Cutshow A live stream or video call in which a victim self-harms with a blade for the enjoyment of viewers. 

Cutslut/Cutslave A derogatory term in Extortion COM to refer to victims of sextortion who cut themselves at the 

direction of their “owner.”  

Doxbin A website for hosting doxes or identification of online users. The website is heavily used by COM 

participants to deanonymize rivals.  

Fansign/Cutsign Writing or cutting specific numbers, letters, symbols, or names onto one’s body. A form of self-

harm fetishized by some sexual sadists. Victims are often extorted into doing fansigns.  

IP grabbing A technique of sending a hidden malicious redirect link to find out a victim’s IP address often 

used by extorters to identify and intimidate victims.  

Known A famous or respected user within COM.  

Lorebook A collection of derogatory material regarding an individual, including a combination of dox, 

relatives, extorted CSAM, self-harm images, narratives of their activities within com, etc. The 

targets of lorebooks may be victims or perpetrators and the activities detailed in the lorebook 

may be the result of extortion.  

988twt 988 refers to the Suicide and Crisis Lifeline. 988twt refers to a community of X users who bond 

over suicidal ideation. 988twt users are targeted as victims by Extortion COM participants.  

Shtwt Shtwt refers to Self-Harm X, a community of often young, female users that engage in self-harm. 

Shtwt users are targeted as victims by Extortion COM participants.   

(U) RECOMMENDATIONS
(U//FOUO) The PaCIC encourages heightened awareness to concerning behaviors of new and returning students and
further encourages leveraging multi-disciplinary Threat Assessment and Threat Management Teams to assess the
situation and surge resources.
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(U//FOUO) The PaCIC encourages school administrators and personnel to discuss NVE indicators with all staff and consider 
age-appropriate ways to dialogue with students and guardians about the importance of online safety. 
 
(U//FOUO) The PaCIC encourages school administrators to discuss NVE and COM indicators with IT staff equipped to 
identify or flag these materials, references, and sites on student devices. 
  
(U//FOUO) The PaCIC strongly discourages self-investigation of COM-related websites; they use technology to capture 
personally identifiable information including IP addresses, which may result in yourself becoming a target. 
 
(U//FOUO) In all situations, a threat should be treated as an emergency in accordance with the organization’s emergency 
operations plan until law enforcement determines its credibility.  
 
(U//FOUO) Report incidents of possible NVE-related activity, swatting, and hoax email threats to the PaCIC at sp-
protectpa@pa.gov.  
 
(U) RESOURCES 
(U) Federal Bureau of Investigation Public Service Announcement: The Com: Theft, Extortion, and Violence are a Rising 
Threat to Youth Online 
 
(U) Federal Bureau of Investigation Public Service Announcement: Violent Online Networks Target Vulnerable and 
Underage Populations Across the United States and Around the Globe 
 
(U//FOUO) Federal Bureau of Investigation Executive Update: Creation of Nihilistic Violent Extremism Threat Category 
 
(U//FOUO) PaCIC is providing this for informational purposes and situational awareness only. The mere advocacy of 
political or social positions, political activism, use of strong rhetoric, or generalized philosophic embrace of violent tactics 
may be constitutionally protected. PaCIC only reports on First Amendment protected activities for operational planning in 
the interest of ensuring the safety and security of the demonstrators and the general public. 

 
CUSTOMER FEEDBACK 
To assist in improving our production and dissemination processes, please provide feedback of this product by completing an online 
customer survey. A link to the survey can be found at the bottom of this page. This will allow us to ensure that our customers continue 
to receive valuable, relevant information in a timely manner. 
 
The information used in this bulletin is drawn from open sources, DHS open source reporting, FBI and other law enforcement intelligence reports and 
court filings.  The Pennsylvania State Police (PSP) has high confidence in the information obtained from court documents and those of government 
agencies.  The PSP has medium confidence in the information obtained from open sources, which includes media reports and Internet websites whose 
information is credibly sourced and plausible but may contain biases or unintentional inaccuracies.  When possible, open source information has been 
corroborated through other law enforcement and government sources.   

 
1 South Carolina Information and Intelligence Center, Central Florida Intelligence Exchange, Central California Intelligence Center, Minnesota Fusion 
Center. (2024, October 31). (U//FOUO) Terms and Imagery Used in Some Online Sextortion Groups. 
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Executive Update 


(U//FOUO) Creation of Nihilistic Violent Extremism Threat Category 
14 April 2025 


(U//FOUO) INTELLIGENCE PURPOSES ONLY: This report, or any information derived from it, may not be used in any criminal or civil proceeding 


without the advance approval of the Attorney General and / or the agency or department which originated the information in this report. 


 


UNCLASSIFIED//FOR OFFICIAL USE ONLY 


(U//FOUO) The FBI has created a new Nihilistic Violent Extremism (NVE) terrorism threat category due to a 
marked increase in related investigations on this threat since 2022. The NVE threat encompasses the unlawful 
use or threat of force or violence, in violation of federal law, in furtherance of political, social, or religious goals 
that derive primarily from a hatred of society at large. Adherents demonstrate a desire to bring about societal 
collapse by sowing indiscriminate chaos and destruction as a means to bring about social instability. NVEs 
operate primarily online and may espouse rhetoric that overlaps significantly with racially or ethnically 
motivated violent extremists (REMVEs), gore networks,a or the True Crime Community (TCC).b NVEs include 
individuals associated with the 764 network—which uses online platforms to promote extreme gore media and 
child sexual abuse material among vulnerable and juvenile populations—and the TCC—members of which 
idolize and seek to emulate mass killers. 


• (U//FOUO) As of September 2024, online channels associated with 764 have promoted or solicited acts 
of violence as part of a global movement aspiring to “create pure panic and terror in society,” according 
to a review of a 764 social media.1 As of October 2024, individuals in some channels had referred to or 
discussed the concept of “accelerationism”c and their desire for others to emulate their actions in terms 
of committing violence against people they label as “innocents” to harm society, according to an FBI 
interview of an individual with firsthand knowledge of 764.2 


• (U//FOUO) As of February 2025, some individuals who self-identify as members of the TCC have shifted 
from a focus on professing romantic and sexual love or general admiration for mass killers to more 
graphic self-harm or mutilation, according to a human source with direct access and two FBI NVE 
investigations.3, 4, 5 


• (U) The disdain NVEs feel toward humanity and their embrace of explicitly violent content creates an 
environment that celebrates and encourages mass violence, according to a July 2022 report from the 
Global Network on Extremism and Technology, and a November 2024 report from the Accelerationism 
Research Consortium.6, 7 


(U//FOUO) The FBI is developing resources to enhance its field office understanding of NVEs and their use of 
sadistic online exploitation to achieve their goals. The FBI is also reviewing terrorism investigations to identify 
cases for recategorization as NVE cases. The FBI is engaging in outreach with field offices, private sector 
partners, members of local law enforcement, and the public to increase awareness of the threat. 


(U) Prepared by Federal Bureau of Investigation  


                                                           
a (U) Analyst Note: Gore networks refer to an online subculture that consumes and disseminates extremely violent non-
fictional media depicting murder, rape, self-harm, animal torture, and suicide. 
b (U) Analyst Note: In this context, TCC refers to a subset of like-minded individuals who idolize and discuss mass killers and 
their beliefs on the internet and social media forums, and their intention to emulate or engage in similar real-world 
violence. Not all individuals in these channels are engaged in criminal or ideologically motivated activity. 
c (U) Analyst Note: Accelerationism is a belief that the existing state of society is irreparable and that the only solution may 
be found in the destruction or collapse of the “system.” 
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(U) Warnings & Caveats: 


(U) Potential criminality exhibited by certain members of a group(s) referenced herein does not negate nor is it a 
comment on the constitutional rights of the group itself or its members to exercise their rights under the First 
Amendment to the U.S. Constitution. The FBI does not investigate, collect, or maintain information on U.S. 
persons solely for the purpose of monitoring activities protected by the First Amendment. 


(U) FOR OFFICIAL USE ONLY: The information marked (U//FOUO) in this document is the property of the Federal 
Bureau of Investigation and may be distributed to government (federal, state, tribal, or local) employees and 
contractors with a need to know. It contains information that may be exempt from public release under the 
Freedom of Information Act (5 U.S.C. 552). Dissemination to the public, the media, or other personnel who do not 
have a need to know without prior approval of an authorized FBI official is prohibited. Precautions must be taken 
to ensure this information is controlled, stored, handled, transmitted, distributed, and disposed of in a manner 
that precludes unauthorized access. 


(U) Endnotes: 


1 (U//FOUO) FBI | Case Information | 25 September 2024 | 20 September 2024 | “(U//FOUO) Identification of NLM-764 
SWEDEN Telegram Channel” | UNCLASSIFIED//FOR OFFICIAL USE ONLY | UNCLASSIFIED//FOR OFFICIAL USE ONLY. 
2 (U) FBI | Case Information | 14 November 2024 | 28 October 2024 | “(U) Follow up Interview of [Name withheld]” | 
UNCLASSIFIED | UNCLASSIFIED. 
3 (U) FBI | Case Information | 5 June 2024 | 3 June 2024 | “[Title Redacted]” | UNCLASSIFIED | UNCLASSIFIED//FOR 
OFFICIAL USE ONLY. 
4 (U) FBI | Case Information | 27 February 2025 | 27 February 2025 | “(U) Conversion to Full Investigation” | 
UNCLASSIFIED//FOR OFFICIAL USE ONLY | UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE. 
5 (U) FBI | Case Information | 7 June 2024 | 7 June 2024 | “(U) Conversion to Full Investigation” | UNCLASSIFIED | 
UNCLASSIFIED//FOR OFFICIAL USE ONLY. 
6 (U) Blog Post | Global Network on Extremism & Technology | “Ideological Nihilism and Aesthetic Violence: Mass Shooters 
and Online Antisocial Subcultures” | 13 July 2022 | https://gnet-research.org/2022/07/13/ideological-nihilism-and-
aesthetic-violence-mass-shooters-and-online-antisocial-subcultures/ | accessed on 24 October 2024. 
7 (U) Blog Post | From the Depths | “The Rise of Nihilistic Accelerationism: From Sextortion to Stabbings in Sweden” | 1 
November 2024 | https://www.maargentino.com/the-rise-of-nihilistic-accelerationism-from-sextortion-to-stabbings-in-
sweden/ | accessed on 23 January 2025. 


                                                           








 


Alert Number: I-072325-3-PSA 
July 23, 2025 


The Com: Theft, Extortion, and Violence are a Rising Threat to Youth Online 


 
The Federal Bureau of Investigation is warning the public about a growing and evolving online 
threat group known as The Com, short for The Community. The Com is a primarily English 
speaking, international, online ecosystem comprised of multiple interconnected networks 
whose members, many of whom are minors, engage in a variety of criminal violations. The FBI 
estimates thousands of individuals identify as current or recent members of The Com with 
varying levels of associated activity. Criminal activity conducted by members of The Com 
includes, but is not limited to, swatting1/hoax threats, extortion/sextortion of minors, 
production and distribution of child sexual abuse material, violent crime, and various types of 
cyber crimes. The latter category is broad and includes distributed denial-of-service (DDoS) 
attacks, subscriber identity module (SIM) swapping2, ransomware, intellectual property theft, 
extortion, cryptocurrency theft, and money laundering. The motivations behind the criminal 
activity vary, but often fall within one of the following: financial gain, retaliation, ideology, 
sexual gratification, and notoriety. 
 
The sophistication of The Com criminal activity has grown over the last four years, with subjects 
employing increasingly complex methods to mask their identities, hide financial transactions, 
and launder money. An underlying theme within the entirety of The Com is its members’ 
interest in and proficiency with cyber related tactics, techniques, and procedures. The Com 
members have also demonstrated knowledge of the UK and US criminal justice systems. For 
example, subjects involved with The Com have been known to intentionally recruit juveniles 
within the United States to perform criminal acts based on their misperception that juveniles 
cannot be pursued by the US criminal justice system. 
 
The deployment of swatting and hoax bomb threats to facilitate other illicit criminal activity is 
an underlying theme across subgroups within The Com. Members of The Com will engage in 
swatting when conducting cryptocurrency theft to distract from the ongoing crime. Of note, 
swatting is the most visible violation that occurs within The Com and often acts as the entry 
point into the larger Com ecosystem. While subgroups of The Com have different recruitment 
tactics, in general they target young and impressionable individuals using minor-friendly 


 


1 Swatting is the act of reporting a false emergency situation with the intention of eliciting a law enforcement or 
SWAT response. 


2 Subscriber identity module (SIM) swapping is a method in which a cyber criminal performs an unauthorized 
account takeover of a victim’s wireless account held with the mobile phone carrier. This is accomplished by linking 
the victim’s mobile phone number to a different SIM card within the same carrier’s network but installed in a 
device the cyber criminal controls. 







 


applications such as social media platforms or gaming sites and indoctrinate them into their 
ideology. Members of The Com typically range between 11 and 25 years old. Young people are 
often recruited on gaming sites and social media platforms based on shared interests, or 
through other members of The Com. 
 
SUBSETS OF THE COM 
 
There are currently three known primary subsets within The Com: Hacker Com,3 In Real Life (IRL) 
Com,4 and Extortion Com.5 Each subset has a distinct focus; however, members of The Com often 
participate in criminal activity encompassed in more than one subset and maintain relationships 
with members in multiple subsets simultaneously, in case their skills are beneficial. The members 
within these subgroups typically have a shared interest, ideology, or goal and work together, 
adding others to the group and splintering when necessary, to achieve their mission.  
 
RECOMMENDATIONS 
 
The FBI urges the public to exercise caution when posting or messaging personal information, 
photos, or videos on social media, dating sites, or other online platforms. Posting seemingly 
innocuous information online may provide threat actors with content to exploit for malicious 
purposes, including targeting and extortion. 
 
The FBI recommends the public consider the following when sharing information or engaging 
online:  


• Monitor children’s online activity and discuss risks associated with engaging with others 
in online platforms.  


• Exercise discretion when posting personal information, videos, or photos online, 
especially content that includes minors. 


o Once information is shared online, it can be very difficult, if not impossible to 
remove, particularly if it has been shared by other individuals. 


o Avoid posting personal information online, such as mobile phone number, 
address, or other personally identifying information. 


• Apply privacy settings to social media accounts to limit public view of photos, videos, and 
personal information.  


• Exercise caution when accepting friend requests, engaging in video calls, and sending 
images to individuals you do not know personally.  


 


3 For additional information on Hacker Com, please see PSA Alert I-072325-PSA: Cyber Criminal Subset of The 
Community (Com) is a Rising Threat to Youth Online 


4 For additional information on In-Real-Life Com, please see PSA Alert I-072325-2-PSA In Real Life (IRL) Com: 
Violent Subset of The Community (Com) is a Rising Threat to Youth Online 


5 For additional information on Extortion Com, please see PSA Alert I-030625-PSA, Violent Online Networks Target 
vulnerable and Underage Populations Across the United States and Around the Globe. 



https://www.ic3.gov/PSA/2025/PSA250723

https://www.ic3.gov/PSA/2025/PSA250723-2

file://///FBINET.FBI/USERDATA/HQHQ/HOME1/DDPLATTON/Desktop/CCTIU/Products/My%20Products/PSAs/ic3.gov/PSA/2025/PSA250306

file://///FBINET.FBI/USERDATA/HQHQ/HOME1/DDPLATTON/Desktop/CCTIU/Products/My%20Products/PSAs/ic3.gov/PSA/2025/PSA250306





 


• Run searches of your information/your child’s personal information to determine the 
level of exposure and spread of information. 


• Do not provide money or other valuable items to individuals you do not know online. 
Complying with extortion or threats does not guarantee sensitive content will not be 
shared.   


• Enable multifactor authentication on financial accounts, social media sites, and other 
applications.  


• Do not reply to emails, text messages, or calls that request personal information, such as 
your password, PIN, or One Time Password sent to your email or phone. If someone 
claiming to be a company “representative” contacts you and asks you to provide personal 
information or to verify your account by providing a code, initiate a new call to the 
company by dialing the verified customer service line.  


• Do not post or advertise information about financial assets, including ownership of or 
investment in cryptocurrency, on social media websites or forums. 


 
VICTIM REPORTING AND ADDITIONAL RESOURCES 
 
If you or someone you know may be a victim of a crime using the tactics outlined above, the 
following resources may help: 


• If it is an immediate, life threatening emergency, dial 9-1-1. 


• Consult a health care provider who can provide an initial evaluation or referral to a mental 
health professional. 


• Connect to a mental health resource who can help learn health coping skills for intense 
emotions and help reduce the risk of a serious injury. 


• The National Center for Missing and Exploited Children (NCMEC) provides a free service 
known as Take It Down, which helps minor victims, or adults who were victimized as 
minors, with removing or stopping the online sharing of nude, or sexually explicit content 
taken while under 18 years old. For more information, visit https://takeitdown.ncmec.org  


• Contact your account providers immediately to regain control of your accounts, change 
passwords, and place alerts on your accounts for suspicious login attempts and/or 
transactions. 


• Retain all of the information regarding the incident (i.e. usernames, email addresses, 
monikers, websites, platforms used for communication, names, photos, videos, etc.) and 
immediately report it to: 


o FBI’s Internet Crime Complaint Center: www.ic3.gov 
o FBI Field Office: www.fbi.gov/contact-us/field-offices or 1-800-CALL-FBI (225-


5324) 
o National Center for Missing and Exploited Children (NCMEC): 1-800-THE-LOST or 


https://report.cybertip.org/.  
 



https://takeitdown.ncmec.org/

http://www.ic3.gov/

http://www.fbi.gov/contact-us/field-offices

https://report.cybertip.org/






Alert Number: I-030625-PSA
March 6, 2025


Violent Online Networks Target Vulnerable and Underage
Populations Across the United States and Around the Globe


The Federal Bureau of Investigation (FBI) is warning the public of a sharp increase
in the activity of "764" and other violent online networks which operate within the
United States and around the globe. These networks methodically target and
exploit minors and other vulnerable individuals, and it is imperative the public be
made aware of the risk and the warning signs exhibited by victims. These networks
use threats, blackmail, and manipulation to coerce or extort victims into producing,
sharing, or live-streaming acts of self-harm, animal cruelty, sexually explicit acts,
and/or suicide. The footage is then circulated among members of the network to
continue to extort victims and exert control over them.


VIOLENT ONLINE NETWORKS


Some of the violent actors in these online networks are motivated by a desire to
cause fear and chaos through their criminal conduct. However, motivations are
highly individualized, and some threat actors may be engaging in criminal activity
solely for sexual gratification, social status or a sense of belonging, or for a mix of
other reasons that may not be ideologically motivated.


TARGETING


These networks exist on publicly available online platforms, such as social media
sites, gaming platforms, and mobile applications commonly used by young people.
Many threat actors systematically target underage females, but anyone —
juveniles, adults, males, and females — can be targeted. Victims are typically
between the ages of 10 and 17 years old, but the FBI has seen some victims as
young as 9 years old. These violent actors target vulnerable populations to include
children as well as those who struggle with a variety of mental health issues, such
as depression, eating disorders, or suicidal ideation. Threat actors often groom
their victims by first establishing a trusting or romantic relationship before
eventually manipulating and coercing them into engaging in escalating harmful
behavior designed to shame and isolate them.


EXTORTION AND SELF-HARM







The networks use extortion and blackmail tactics, such as threatening to swat1 or
dox2 their victims, if the victims do not comply with the network's demands. The
actors can manipulate or coerce victims to produce Child Sexual Abuse Material
(CSAM) and other videos depicting animal cruelty and self-harm. Self-harm activity
can include cutting, stabbing, or fansigning.3 Members of the networks threaten to
share the explicit videos or photos of the victims with the victims' family, friends,
and/or post the photos and videos to the internet. The networks control their
victims through extreme fear and many members have an end-goal of forcing the
victims they extort or coerce to live-stream their own suicide for the network's
entertainment or the threat actor's own sense of fame.


RECOMMENDATIONS


The FBI urges the public to exercise increased vigilance when posting personal
photos, videos, or personal identifying information, or direct messaging online.
Although seemingly innocuous when posted or shared, the images and videos can
provide malicious actors an abundant supply of content to exploit and manipulate
or alter for criminal activity. Victims are vulnerable to embarrassment, harassment,
extortion, or continued long-term re-victimization. The FBI recommends looking for
warning signs indicating a victim may be engaging in self-harm or having suicidal
thoughts.


The FBI recommends that family, friends, and associates consider the following
potential indicators and warning signs:


Sudden behavior changes such as becoming withdrawn, moody, or irritable.
Sudden changes in appearance, especially neglect of appearance.
Changes in eating or sleeping habits.
Dropping out of activities and becoming more isolated and withdrawn.
A new online "friend" or network prospective victims seem infatuated with
and/or scared of.
Receipt of anonymous gifts, such as items delivered to your home, currency,
gaming currency or other virtual items.
Scars, often in patterns.
Fresh cuts, scratches, bruises, bite marks, burns, or other wounds.
Carvings, such as words or symbols, on the skin.
Wearing long sleeves or pants in hot weather.
Writing in blood or what appears to be blood.
Threatening to commit suicide and openly talking about death, not being
wanted or needed, or not being around.
Idealization of mass shooting or mass casualty events.
Family pets or other animals being harmed or dying under suspicious
circumstances.
Family pets uncharacteristically avoid or are fearful of your child or you.







Law enforcement being called to the home under false pretenses (known as
swatted or doxxed) by an unknown person.


The FBI recommends the public consider the following when sharing content (e.g.,
photos and videos) or engaging with individuals online:


Monitor children's and other vulnerable individuals' online activity and discuss
risks associated with sharing personal information.
Use discretion when posting images, videos, and personal content online,
particularly those that include children or their information.


For more information on how to protect children and others refer to information on
online risks here: Parents, Caregivers, Teachers — FBI.


ADDITIONAL RESOURCES


If you are worried about someone who might be self-harming or is at risk of
suicide the following resources may help:


Consult your pediatrician or other health care provider who can provide an
initial evaluation or a referral to a mental health professional.
Connecting your child to a mental health resource can help them learn healthy
coping skills for intense emotions and help reduce the risk of a serious injury.
If it is an immediate, life-threatening emergency dial 9-1-1.


The National Center for Missing and Exploited Children provides a free service
known as Take It Down, which helps minor victims, even if they are now an adult,
remove or stop the online sharing of nude, or sexually explicit online content. For
more information, visit https://takeitdown.ncmec.org.


If you believe you are the victim of a crime using these tactics, retain all
information regarding the incident (e.g., usernames, email addresses, websites or
names of platforms used for communication, photos, videos, etc.) and immediately
report it to:


FBI's Internet Crime Complaint Center at www.ic3.gov
FBI Field Office (www.fbi.gov/contact-us/field-offices or 1-800-CALL-FBI (225-
5324))
National Center for Missing and Exploited Children (www.cybertipline.org or 1-
800-THE LOST)


Reporting these crimes can help law enforcement identify malicious actors and
prevent further victimization.


1 Swat also referred to as swatting is the action or practice of making false
emergency calls to police or other emergency services in an attempt bring about
the dispatch of armed police officers such as a SWAT team to a particular address.
↩



https://www.fbi.gov/how-we-can-help-you/parents-and-caregivers-protecting-your-kids

https://www.ic3.gov/Egress/https/takeitdown.ncmec.org/443/B3AB22CC7ACCE981A99C8F787F51BBE6BF1484ADDF7BAF8EBC9B0B541D9F5FCC

https://www.ic3.gov/

https://www.fbi.gov/contact-us/field-offices

tel:+1(800)225-5324

tel:+1(800)225-5324

https://www.ic3.gov/Egress/https/www.cybertipline.org/443/5AF7DCCEC9BCD1E0E24ED55620735978A9ED020DFF678D35FDC6A7E8CE692284

https://www.ic3.gov/PSA/2025/+1(800)843-5678

https://www.ic3.gov/PSA/2025/+1(800)843-5678





2 Dox also referred to as doxxing is the action of obtaining and publishing
personally identifiable information (PII) on the internet, usually for malicious
intent. ↩


3 Fansigning is writing or cutting specific numbers, letters, symbols, or names onto
one's body. ↩





